i

oG & L7

EPHRAIM MOGALE

LOCAL MUNICIPALITY
=111 q ‘.J o
3n4A5§BLE HALL W = Leeuwfontein Office (013) 266 7025
h : Elandskraal Office  (013) 268 0006

® 013-261 8400

- Zamenkomst Office (013)873 9160
013-261 2985

Traffic Section (013) 261 8400

EXTRACTS FROM THE MINUTES OF THE 3R° ORDINARY COUNCIL MEETING OF
EPHRAIM MOGALE LOCAL MUNICIPALITY HELD ON WEDNESDAY THE 29™ APRIL

2015

FILE/S: 8P )2/ F

) 0OC3/15/2015 INFORMATION COMMUNICATION TECHNOCLOGY (ICT) RELATED

POLICIES S4P-106/62/P}
RESOLVED
. That the Council takes cognizance of the circulated report.
2. That the Council approves the following ICT related policies and
procedures:

2.1 Account Management Policy.

2.2 Change Management Procedure.

2.3 End User Management Policy.

2.4 Patch Management Policy.

2.5 User Management Procedure.

~2.6 ICT Global Policy.

2.7 ICT Security Policy.

3. That the Council approve the reviewal of the following policies and
procedures:

3.1 Back up Policy & Procedure.

3.2  Allocation of Movable ICT Devises Policy & Procedure.

4, That the Council refer the policies to the LLF.

5 That the approved policies and procedures be implemented with effect
from the 15t April 2015

6 That there be a clear policy that distinguish the ownership of the i-pad
equipment carried by Councillors,

7. That the Council instruct the Municipal Manager to implement
the decision accordingly.
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L.B. MODISHA
SPEAKER 29 APRIL 2015

FINALISATION BY:
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0C3/15/2015 INFORMATION COMMUNICATION TECHNOCLOGY (ICT)
RELATED POLICIES 8/4/P [06/02/P]

PURPOSE

Faor the Council to approve of the attached ICT policies.

BACKGROUND

Ephraim Mogale Local Municipality is an ICT environment as most of our
administrative activities are carried out through the utilization of computers
and network systems. It therefore becomes necessary to have policies to
regulate the utilization of this important tool and yet vulnerable to misuse and
abuses that may have detrimental consequences.

The policies further aims to regulate access to the municipal network, possibly
from when a new employee comes into the system and when he/she leaves

the institution.
The various attached policies in brief aims to cover inter alia the following:

. Establishing a standard for the administration of computing accounts
that facilitate access or changes to the Ephraim Mogale Local
Municipality. An account, at minimum, consists of a user ID and a
password; supplying account information will usually grant access to
some set of services and resources. This policy establishes
standards for issuing accounts, creating password values, resetting
password and managing accounts.

. regulating the implementation of changes in the current systems
prompted by upgrades and the vital changes in systems technology
used in the Municipality.

. establishing ethical guidelines for Ephraim Mogale Local Municipality's
ICT users, assets and computing facilities.

(ICT assets include desktop computers, desktop components, laptops,
servers, switches, routers, printers, photocopiers, phones, 3G, Tablets,
email, internet, mobile modems, firewall, software, business
applications, municipal data and information).

. Describing the requirements for maintaining up-to-date operating
system security patches on all Ephraim Mogale local municipality
owned and managed workstations and servers.

. Procedure for the creation of new users on the system.

. regulating the use of ICT assets, provides guidelines, roles and
responsibilities for acceptable use, prescribe minimum requirements for
acceptable use, provides guidelines on the protection against
unauthorized access, provides measures to safeguard intentional or
unintentional loss of information and provides measures for adequate
security protocols.

. Cover the ICT security,

. Addressing the procedures for backup.

. Regulate the allocation of movable ICT devised.
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They are as follows:

CHONDORWN

Account Management Policy.

Change Management Procedure.

End User Management Policy.

Patch Management Policy.

User Management Procedure.

ICT Global Policy.

ICT Security Policy.

Back up Policy & Procedure.

Allocation of Movable ICT Devises Policy & Procedure.

RECOMMENDATIONS OF THE EXECUTIVE COMMITTEE

iy
2.

2.1
2.2
2.3
24
2.5
2.6
2.7

That the EXCO takes cognizance of the circulated report.

That the Council approves the following ICT related policies and
procedures:

Account Management Policy.

Change Management Procedure.

End User Management Policy.

Patch Management Policy.

User Management Procedure.

ICT Global Policy.

ICT Security Policy.

That the Council approve the reviewal of the following policies and
procedures:

Back up Policy & Procedure.

Allocation of Movable ICT Devises Policy & Procedure.

That the Council approves that the reviewed policies replaces any
other policy that existed prior the reviewal of the policies.

That the approved policies and procedures be implemented with effect
from the 1%t April 2015

That the Council instruct the Municipal Manager to implement

the decision accordingly.

RECOMMENDATIONS OF THE PORTFOKLIO COMMITTEE

1.
2.

2.1
2.2
2.3
2.4
2.5
2.6
2.7
3.

That the Committee takes cognizance of the circulated report.
That the Council approves the following ICT related policies and
procedures:

Account Management Policy.

Change Management Procedure.

End User Management Policy.

Patch Management Policy.

User Management Procedure.

ICT Global Policy.

ICT Security Policy.

That the Council approve the reviewal of the following policies and
procedures:



Back up Policy & Procedure.

Allocation of Movable ICT Devises Policy & Procedure.

That the Council approves that the reviewed policies replaces any
other policy that existed prior the reviewal of the policies.

That the approved policies and procedures be implemented with effect
from the 1%t April 2015

That the Council instruct the Municipal Manager to implement

the decision accordingly.

RECOMMEND TO RESOLVE

1
2.

2.1
2.2
2.3
2.4
2.5
2.6
2.7

That the Council takes cognizance of the circulated report.

That the Council approves the following ICT related policies and
procedures:

Account Management Policy.

Change Management Procedure.

End User Management Policy.

Patch Management Policy.

User Management Procedure.

ICT Global Policy.

ICT Security Policy.

That the Council approve the reviewal of the following policies and
procedures:

Back up Policy & Procedure.

Allocation of Movable ICT Devises Policy & Procedure.

That the Council approves that the reviewed policies replaces any
other policy that existed prior the reviewal of the policies.

That the approved policies and procedures be implemented with effect
from the 1%t April 2015

That the Council instruct the Municipal Manager to implement

the decision accordingly.
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EPHRAIM MOGALE LOCAL MUNICIPALITY

USER MANAGEMENT PROCEDURE

DOCUMENT APPROVAL
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A. CREATING A NEW USER

The user must submit a sighed request of Network Registration form and officials from
ICT division will add the user to the domain and create a user name, password and email

address.

Logon to the server (emimfrdc) via remote or directly and click Connect.

s

% RemoteDes

| Remote Deskto
¢! Connection

| Computer: | Emirfrde

Username: EMOGALELM\Admintsirator
You will be asked for credentials when you connect.

i Show Options

Enter your credentials
These credentials will be used to connect to emimfrde.

H EMOGALELM\Administrator
I .....'..........l J

H Use another acocount

["1Remember my credentials

USER MANAGEMENT PROCEDURE: 2014/2015
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6.

The double click the Active Directory icon and click new user icon

TR FVLU YA LA LU ASIUTD MU ST U LS

y i=| @ [l m« il g Y
 [EMLMFRDC.emogalelm.gov.za] Name || Actione
‘Abel’Mahlai‘E- Vebre

42, Admin 8L ——
3_. A dministra_ 4 ore Actions
& Akie Matse
B Afred Mmi
&R ANl-Official
g, Allowed RC
2 . »  aal

Fill in the new user details under “New User Object” and click “Next”
New Object - User Lx ]

‘ Crestein:  emogsieim gov.za/Usens

S — -
1

Leet name: |
Full neme: I
Uner kagon name:
[ H@umnddmmv.za V}
Unor logen name {re-Windows 2000):
[EMOGALELM\ [| |
[ chaok [ Net> | [ Concel

Then enter the password of the user created, make sure you select the check box where

it says “User must change Password at next logon” and click next and finish.

New Object - User Ii'

‘ Ceatein:  emogaleln gov.za/lsen

Password: | ]
Confim password: [ |
7] Ussr muat change password 2t nesd logon

[T Ussr cannot change pssword

[] Pomsword never axpires

[[] Account ia disabled

[ <Bock || Ned> |[ Concd |

USER MANAGEMENT PROCEDURE: 2014/2015
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7. Select the Profile tab to create a personal share folder on the server, click Apply, then
select the Member of tab to add to an Organisational Unit, the click Apply and OK.

Matha leme Properties 2] > |

"Published Cerfficaten_| Member Of | Password Replication | Dialin | Object

Security | Environmert Seesions |  Remote conisol
___Remote Desktop Services Profile _I__ COM=+ | Adtribute Editor
| Geoneml | Addresa | Accaunt i Profle | Telephones { Organization

User prfile

Profile path: | |

Logon script: [ I

Home folder

) Local path:

/®; Connect: Z: vl To: I\\emlmfrdc\unem\mlema

[ ok ][ Conest J[ Aepy |[ Hebo ]
8. After the user has been created you disconnect the session.

B. USER PASSWORD RESET

To change a user password, the user must first fill in the Password Reset Form which is
obtainable from the ICT office. And follow the below procedure.

1. Open Remote Desktop Connection, and type the server name (emimfrdc) or IP Address

[TULE

g Remote Desktop
) Connection

Username: EMOGALELM\Administrator
.. You vl be asked for credantials when you connect.

| ig_} Show Ontions

USER MANAGEMENT PROCEDURE: 2014/2015
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< |

RS,
E:-f.'-'. s ‘,’.J-_r. L
Fle Adion View Hep

--—---—-.---.- - _*JW _Se;umy__ - ....__

Click connect, enter the administrative password when prompted.

Enter your credentials
These credentials will be used to connect to emimfrdc.

EMOGALELM\Administrator ’ l
' | P Pl

|

H Use another account

[CJRemember my credentials

Cancel

SR S

Open Active Directory on the server desktop.
Select the user that you want to change the password for. And right click

I ke Dkeoy ks Compters S =l

w2 & O/ RE ol BE D RETEY
— - i e ———
3 Active Directory Users and Computers |EMLMFRDC.emogalelm.govazs) Name - Type - =
b - Saved Queries A, Mohubila Radingwana froti . :“‘..""".__.__.... ==
4 3] emogalelm.gavza 3, Mskoko Lekola User LS,
>3 B"": l 2 Mamello Makwels U Mote~ b
it AR s e RS T ks,
i qurm o 3 Matoem]  Copy— User 7 Move. b
b st
» % LostAndFound & Mgl Adiltos grove-. oENE User
b | Managed Service Accounts d M Mappings.. I. Uses
b 4] Microsoh Exchange Security Groups MM e Security Group - Do...
b =% Mimecst MsO4 A T User
b |1 Program Data L . 53 User
b System , Molefe | Meve.. User
b £} Terminated Employees OpeniHome Page Vser
1 Users L NolaLe  Send Mall User
NeshB i Tosa » User
2, Netson User L
[ User
X Nonmwy Delete User |
Piihabi Rerams | User 5
Ok properties f Uses
£ oupa M User
Patrick Help | Vser L
, Patrick Mompur Uses
5 Pty Nigudi Ui
L, Petrun Nkadimeng User
s Phalune Phahlamehdats User
, Pheniss Luksis User
1 PhSitin Malesoene User
1, Phidtis Matau e
2, Pt Mahbangn User
B Security Group - Dow .
ek

Resets the password for the curent selection.

USER MANAGEMENT PROCEDURE: 2014/2015
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Enter the new password and confirm the new password for the selected user. And
Select the check box for “User Must Change password at next logon”

| New password: [[ |

Reset Password |_"'_-

Conrfirm password: ( l ;

User must change password at next logon !
The user must logoff and then logon again for the change to take effect.
Account Lockout Status on this Domain Controller: Unlocked

I
|
't
[] Unlock the user's accourt ’

The click OK to close the dialog box.
Then close the Active Directory window and disconnect the remote session.
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